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Complementing Microsoft’s native email security, Hornetsecurity’s integrated cloud email security service also combats 
advanced cyber threats and spam, keeping your users’ mailboxes safe and clean - a perfect match for Microsoft 365.

365 EXTENDED EMAIL PROTECTION
Integrated Cloud Email Security for Microsoft 365

Key facts

Achieving comprehensive email protection takes just seconds with 365 Extended Email Protection. Our simple onboarding 
process can be easily completed in a few steps, and our cloud email security service is seamlessly integrated with your 

M365 environment for hassle-free use.

HOW 365 EXTENDED EMAIL PROTECTION WORKS: NO CHANGE OF MX RECORDS REQUIRED!
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COMPREHENSIVE EMAIL SECURITY FOR MICROSOFT 365

NEXT-GEN THREAT INTELLIGENCE INCLUDED

  Anti-Spam and Anti-Malware  
Incoming emails identified as 
unwanted or even malicious by 
365 Extended Email Protection 
with a high level of certainty are 
immediately removed from users‘ 
inboxes. Hornetsecurity‘s Threat 
Intelligence analysis guarantees you 
a detection rate of 99.99% for spam 
and 99.9% for viruses.

  QR Code Analyzer  
Our QR code analyzer is able to 
detect QR codes embedded as image 
files in emails, which can redirect to 
other malicious websites - a trick 
that attackers can use to bypass 
simple email security applications.

  Anti-Phishing 
With the help of link tracking and other 
techniques, the Anti-Phishing filter 
effectively protects your users from 
phishing emails. Incoming emails are 
automatically scanned for malicious 
URLs. Among other things, reloadable 
malicious script commands are detected. 
This enables detection of dangerous 
drive-by downloads, for example.

   URL-Scanning in Email Attachments 
Documents attached to an email (e.g. 
PDF, DOC, XLS, PPT) often contain further 
links. URL scanning checks the target of 
these links to rule out possible malware 
damage and prevent phishing attacks.
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Hornetsecurity’s Security Lab monitors the cybersecurity landscape 24/7 leveraging innovative AI-based attack 
detection technology that autonomously learns and incorporates new threats into attack detection, keeping us 

ahead of cybercriminals.

Over 

33,000
new email-based 
threats observed 
on an average day

Around

13,000
identified
ransomware
attacks per hour

More than 

360 
“sophisticated” 
phishing attacks 
stopped per minute


